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Marlene H. Dortch, Commission Secretary
Office of the Secretary

Federal Communications Commission

445 12" Street, SW

Washington, DC 20554

Re:  Annual 64.2009(e) CPNI Certification
World Communications Carrier Services, LL.C (the “Company™)
File No. EB-08-TC-6063
EB Docket No. 06-36

Dear Ms. Dortch:

Pursuant to a letter from Marcy Greene, Deputy Division Chief, dated September
5, 2008, and pursuant to 47 C.F.R. § 64.2009(¢e), the Company hereby submits its Annual
64.2009(e) CPNI Certification. Ms. Greene has also granted the Company an extension
until September 26, 2008 to file a response.

Since the Company only provides wholesale international services, it was not
aware 1t needed to file the Annual CPNI Certification. The Company realizes all further
CPNI certifications must be filed by March 1% of the calendar year and fully understands
the importance of ensuring adequate CPNI safeguards.

If you have any questions or if I may provide you with additional information,
please contact me at the above address, e-mail or telephone number. Thank you for your
attention to this matter.

Respectfully submfiffed,

Enclosures

cC: Mr. John Petuoglu
Mr. Robert Somers via e-mail robert.somersi@fec.gov
Ms. Marcy Greene via e-mail marcy.greene(@fcc.gov
Best Copy and Printing, Inc. via e-mail fce@bepiweb.com
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[, John Petuoglu, C’Aé/ﬁm.iz_ 6%"&01“ World Communications Carrier Services, LLC,
certify that T am an officer of thc'(l:ompany named above, and acting as an agent of the
company, that I have personal knowledge that the company has established operating
procedures that are adequate to ensure compliance with the Commission’s CPNI rules.
See 47 C.F.R § 64.2001 ef seq.

Attached to this certification as Exhibit “A” is an accompanying statement explaining
how World Communications Carrier Services, LLC’s procedures ensure that the
company is in compliance with the requirements set forth in Section 64.2001 et seq. of
the Commission’s rules.

Name:/J);ﬁ% ﬁetuw
Title: {A’fz/r;/mﬂr&-(. e
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Annual 47 C.F.R. § 64.2009(¢) CPNI Certification

EB Docket 06-36

World Communications Carrier Services, LLC has not taken any actions
(proceedings instituted or petitions filed by a company at either state commissions, the
court system, or at the Commission against data brokers) against data brokers in the past
year. Companies must report on any information that they have with respect to the
processes pretexters are using to attempt to access CPNI , and what steps companies are
taking to protect CPNI.

World Communications Carrier Services, LLC has not received any customer
complaints in the past ycar concerning the unauthorized release of CPNI (number of
customer complaints a company has received related to unauthorized access to CPNI, or
unauthorized disclosure of CPNI, broken down by category or complaint, e.g., instances
of improper access by employces, instances of improper disclosure to individuals not
authorized to receive the information, or instances of improper access to online
information by individuals not authorized to view the information).

.~ )

Nam. ZJohn Petuog
Tille:;f‘:;’?/ ﬁ%

FCC Annual Filing
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Exhibit A

World Communications Carrier Services, LLC

Compliance Requirements



World Communications Carrier Services, LLC
24007 Ventura Blvd., Suite 210
Calabasas, California 91302

Compliance Requirements

World Comrmunications Carrier Services, LLC ("Company") maintains the following operating procedures to ensure
compliance with the requirements set forth in Section 64,2001 et seq. ofthe Commission's rules,

Section 64,2005 Use of pustomer proprietary network imformation without cusfomer
approval.

(@) Any telecorununicaticns carier may use, disclose, or permit access to CPNI for the purpose of
providing or marketing service offerings among the categories of service (i.e,, local, interexchange, =nd
CMRS) to which the customer already subscribes from the seme carrier, withoot costomer approval,

(1) I z {eleconrmumicafions camrier provides different cetegories of service, and a customer
subscribee fo more then one cafegory of service offercd by the camter, the carrier is permitted to share
CPNI among fhe cxrier’s affiliared entities that provide s service offering o the customer.

2) If a telecommunications carrier provides different catepories of service, but a customer does
rot subscribe o more than one oFfering by the carrier, the camier is not permitied to share CPNI with ifs
affifates, except as provided in §64.2007(b).

{b) A felecommunicaticns carrier may not use, discloss, or permit eceess to CPNT to market 1o a
customer service offetings that are within a category of service to which the subsoriber does not already
sabsoribe from thet cerrier, unless that camder has customer approval to do so, except as described in
poragraph(c) of this section,

(1) A wircless provider may use, disclose, or permlt acvess to CPNI derived from its provision of
CMRS, without customer approval, for the provision of CPE and inforvestion service(s), A wireline carrler
may use, disclose or permit access to CPNI derived from its provision of local exchanpe serviee or
interexchange service, without customer approval, for the provision of CPE and call answering, voice mail
or messaging, voice storage and retrieval services, fax store and forward, end protoco] conversion.

(2) A telecoramunieations carrier may not use, disclose, or perait access to CPNI fo identify or
track custornens that call competing service providers. For exambie, a lecal exchange camrier may nof use
Iocal service CPINI 1o track all customsers thet call local service competitors,

{c) A telecommunications cairier may use, discloss, or permit access to CPHI, without customer
zpproval, as described in this paragraph {c}.

{1} A telecommunications carrier may use, disclose, or permit scoess 10 CPNI, without cusiomser
approval, ir its provision of inside wiring installation, maintenance, and repair services,

{2) CMRS providers may use, disclose, or psrmil access to TPNI for the purpose of condocting
research on the health effects of CMRS.



(3} LBCs, CMRS providers, and interconnected VelIP providers may use CPNI, without customer
approval, to markel services Tormerly kmown as adjuct-to-basic services, such as, but not limited fo, speed
dialing, computer-provided directory assistance, call monitoving, call fracing, call blocking, call return,
repeal diabing, call wacking, call waiting, caller LI, cail forwarding, and certain Centrex features.

{dy A telecormmunications carrier may use, disclose, or permit access to CPNI to protect the rights

The Company has adopted specific CPNI policies fo ensure that, in the absence of customer approval,
CPNE s only used by the Company ¥o provide or market service offerings among the cufegories of
service (Le., locel, inderexchange, and CMRS) to which the customer already subscribes. The
Company's CPNI policies prokibit the sharing of CPNT with affiliated companies, excepl as perinitted
under Rule 64.2003(n3(1) or with customer epproval pursiant ta Rule 64.2007(b). The only exceptions
to these policies are as permiited under 47 U.S.C. § 222(d) and Rule 64.2005.

Section 64,2007 Approval reguired for use of customer proprietary network information.

{a} A wlecommunications cagier may obtain approval through written, oral or electronic
methods,

(1) A telecommunications casmier relying on oral approval shall bear the burden of demonstrating
that auch approval has been given in compliance with the Coryuission’s rulss in this part.

(2} Approval or disapproval to use, disclose, or permit sccess to a castomer's CPNI obtained by a
telecommunications catrfer must remain i effect until the customer revokes or Jimits such approval or
disapproval,

(3} A telecomunumications carrier must maintain rocords of approval, whether oral, written or
elecironie, for at least one year.

T all circumstances where customer approvud is required fo wse, disclose or permit access to CPNL, the
Company's CPNT polivies require that the Company obiain customer approval throngh writter, oral or
electronic methods n compliance with Rule 64.2007. A customer's appraval or disapproval renwing in
effect until the custerner revokes or lmits the approvel or disapproval, The Company maintains records
af customer approval (whether written, oral or electronic) for a minimam of ane yenr,

(b)Y Use of Opi-Cut and Opi-In Approval Processes. A telecommunications carrier may, subject
to opt-out approval or opt«in appraval, use itz customer’s individually identifiable CPNI for the purpose of
marketing communications-related services to that customer. A telecommunications carrier may, subject to
opt-out approval or opt-in approval, disclose its customer’s individually idantifiable CPNI, for the purpose
of marketing conanunications-relaled services to that customer, to its agents and its affiliates that provide
communications-rekated services. A feleconmmunications carrier may also permit such person or entitics to
obialn access to such CPNI for such purposes, Fxcept for use and disclosure of CPNI that 13 permitted
withoul customer approval under section §64.2005, or that is described in this paragraph, or as otherwise
provided In section 222 of the Communications Act of 1934, as amended, & telecommunications carrier
may only use, disclose, or permit access to its customer’s individuelly identifiable CPNI subject to opt-in
approval,

The Compiny does nor use CPNI for eny purpose (including marketing communications-related
services) and does not diselose or grant aceess 1o CPNY to any party (including 1o agepts or affiliotes that

provide compunications-related services), except as permilfed wnder 47 US.C. § 223{d} and Rule
£4.2005.



Section 64.2008 Notice required for use of customer proprietary zefwork information,

(6)  Nofification, Generclly. (1) Prior o any solicitation for customer approval, a
telecormmunications carrier must provide notification ta the customer of the customer’s right o restrict use
of, disclose of, and access to that customey’s CPNL

{2y A telecommanications carrier must maintzin records of notification, whether oral, written or

electrotii, for at Teast ong yegar, T

(b} Individual notice to customers must be provided when soliciting approval 10 use, disclose, or
permit access to customers’ CPNL

() Content of Notice. Customer notitication must provide snfficient information to enable the
customer to make an informed decision as to whether to permit a carrier (o use, diseiose, or permit access
{o, the customer's CPNI,

{1} The notification must siate thal the customer has a right, and the carier has a duty, under
Tederal Taw, to protect the confidentiality of CFNL

{2} The nolificativa wmust specify the types of fuformation that constitute CPNT and the specific
entities that will receive the CPNL describe the purposes for which CPRI will be used, and inform the
customner of his or her right (o disapprove those uses, and deny or withdraw access to CPNI at any tims,

(3) The notification must advise the customer of the precise steps the customer must take in erder
to gramf or deny access te CPNI, and must clearly state that a denial of approval will not affect the
provigion of any servives to which the customer snbscribes, However, carriers may provide a briefl
statement, in a clear and neutral language, describing consequences directly resuliing from the lack of
access to CPNL

(4) The notification must be comprehensible and must not be misleading.

(5} I written notification is provided, the notice must be clearly legible, use sufficiently farge

£ype, and be placed in an ares so &s 0 be readily apparent 1o a customer.

{8) If any portion of 2 notification is franslated into ancther language, then all porilons of the
notification must be translated into that language.

{7) A carrier may state in the notification that the customer’s approval to use CPNI may enhance
the carrier’s ability to offer products and services tailored to the customer™s teeds, A carrier also may state
in the notification that it may be compelled to disclose CPNI to any person spon affirmative written request
by the customer,

{8) A carrier may not include in the notification eny statement atiempling to encourage a cuslomer
1o freeze thivd-party aceess to CPNL

{9} The notification must state that any approval, ot denial of approval for the use of CPNJ
outside of the service to which the customer already subscribes from that carrier iz valid ontil the customer
affirmatively revokes or limits such approval or denial.

(1) A telecommunications casrier’s solicitation for approval must be proximate to the
netification of 2 customer’s CPNT rights.

The Company's CENI policies require thal customers be notified of their rights, and the Company’s
obligations, with respect o CPNI prior to any solicitetion for castomer approval Al required customer
notices (whether written, oral or elecironic) comply with the requirements of Rule 64.2008, The



Compuny maintains records of oll required cosiviner notices (whether written, orul or electronic) for a
miipiman: of one year.

{38} Notize Reguiremerts Specific to Opt-Our. A telecommurications carrier must provide
notification to obtain opt-out approval through elecironic or written methods, but not by orul
communication (except as provided in pavagraph (£ of this section). The contents of any such notification
must comply with the requirements of paragraph () of this section.

{}y Carriers must weit a 30-day minimum perind of time afler iving costomers notice and an
opportunity to opt-out before assuming customer approval to use, disclose, or penmit access to CPNL A
carrier may, i its discrefion, provide for a lenger period. Carriers must notify customers as to the
applicable waiting period for a response before approvel is assumed.

(i} In the caze of an elechronic form of notification, the waiting period shall begin to ron from the
date on which the notification was sent; and

(iiy TIn lhe case of notification by mail, the waiting period shell begin to run on the third day
following the date that the notification was mailad,

2} Carviers wsing the opt-out mechanisin must provide notices to their customers every two
years, :

{3} Telecommumications carriers that use e-mail to provide opt-out notices must comply with the
following requirements in addition to the requirements gepeyally applicable to notification:

{iy Carriers must obtain express, verifisble, prior approval from consumers to send notices via e-
mail regarding their service in general, or CPNI in particatar,

(i) Carriers must allow customers to reply directly to e-mails containing CPNI notices in order o
opt-out;

(i) Opt-out e-mail notices that are returned 10 the carrier as undeliverable must be sent to fhe
-custorner in another form hefore carriers may congider the customer to have received notice;

(iv) Carriers that use e-mail to send CPNT notices must ensure that the subject line of the message
clearly and accuwrately identifies the subject matier of the e-mail; and

{v) 'Felecommunications carriers must make available to every customer a method to opt-sul that
is of no additional cost o the customer and that is avallable 24 howrs a day, seven days a week. Carriers
may satisfy this requirement through a combination of methads, so long as all custonrers have the abitity to
opt-out at no cost and are able o eflecioate that choice whenever they choose.

The Company does naf currentdy soficit "opt out"! customer approval for the use or disciosure of CENL
The Company does not use CPNI for any pwrpose (inclhwding merketing compmnications-reluted
services) and doss not disclose or gravt gecess fo CPNI o any party (including to agents or affiliares that
provide comnpuinications-related services), except us permifted under 47 US.C. § 222(d) and Rude
64.2005,

(e} Notice Reguirements Specific to Cpt-In. A telecommunications carrier may provide
notification 1o obtatn opt-in approval through oral, written, or elecironic methods. The contents of any such
notification must comply with the requirements of paragraph (¢) of this sectior,

The Company does not curremtly solicit "apt in' castomer approval for the wse or disclosure of CPNIL
Yhe Company does not use, disclose or grant access fo CPNI for any purpase, o aiy parly or it any
manper that world require a custemer's "opk tin" approval under the Convnission's CPNI Rules.



{f} Notice Requirements Specifie to One-Time Use of CPNI. (1) Carriers may use oral notice to
chtain limited, ong-time wse of CPNI for inbound and owtbound customer telephone contacts for the

duration-of the call, regardiess of whether carviers use opt-out or opt-in approval based on the nature of the
contact.

{2) The contents of any such notification st conply with the requirements of paragraph (¢) of
this section, except thal felscommumications carriers may omif any of the following notice provisions if not

(1) Carriers need not advise customers that if they have opted-out previously, no action is needed
to maintain the opt-out election;

(ii) Carriers need not advise customers that thay may share CPNI with their affiliates or third
parties and need not name those entities, if the limited CPNI usage will not result ia vse by, or disclosure
ta, an aftiliate or third party;

(i} Carriers need not disclose the means by which a customer can depy or withdraw futwre sccess
to CPNJ, &0 long as carrisrs expiain io customers that the scope of the approval the carrier seeks is limited
to one-time use; and

(v} Carriers may omit disclosure of the precise steps a customer must take in order to grant or
deny access to CPNT, as long as the carrier clearly comumunicates that the cnstomer ean deny access o his
CPNE for the call.

u instances where the Company seeks one-tlme customer approval for the use or disclosure of CPNI,
the Company obtuins such approval it accardance with e disciosures, methods and requirements
contained in Rale 2008(f).

Section 64,2009 Safeguards required for use of costaner proprietary network informatiau.

(2) Telecomnumications carriers must implement a system by which the statos of a customner’s

CPNI approval can be ¢learly established prior fo the use of CENIL

The Company’s billing system aliows avthorized company personnel Yo easily determine the status of a
crstomer’s CPNI epproval an the customer aceawn! sereen prioy 1o the use or disclosure of CENI,

{#) Telecommunications carriers must traip thelr personnel as to when they are and are not
guthorized to use CPNI, and carriers must have an express disciplinary pracess in place,

The Company has established CPNT complinnce poficies that include employee training on restrictions
on the wye and disclosure of CPNI and required sgfeguards 10 protect against wnguthoriced use or
disclosurz of CPNL. Emplopees have signed that they understend the CPNI policies and a violation of
those policies will resulf in disciplinary wetion.

{c) Al carciers shall maictain n record, electronically or in some other manner, of their own and
their affiliates” sales and marketing campaigne that nse their eustomers™ CITNI,  All carriers shall maintain a
record of all instances where CPM] was disclosed or provided to third parties, or where third parties were
allowed access to CPNIL  The record must inglude a description of each campaign, the specific CPNI that
was used in the campaign, and what products and services were offered as s part of the campaign. Carriers
shall retain the record for a minimwm of cne vear.

The Company’s CPNI polivies require that oll sales and murketing campuigns including those nriiizing
CPNI be recorded and kept on file for at least ane year. Records are alse maintained for disclosure or
access to CPNI by thivd pardes. The records include the reguired information listed in Rule 64.2009(¢).



(d} Telecomamunications carriers must establish a supervisory review process regarding carrier
conpliance with the rules in this subpartt for out-bound marketing sitvations and maintain records of carrier
compliance for a minimum period of one year. Spceifically, sales personne] must obtain supervisory
approval of any proposed out-bound marketing request for customer approval,

The Company’s CPNI policies require employees te obtain approval from the Company’s CPNT

campalgi.  Recerd of the marketing campaipns, along with fthe apfimpﬂaig srpervisory appraval is
intained for at t2ast one pear.

(e} A telecomununications carrier toust have an officer, as an agent of the carrder, sign and file
with the Commission a compliance certificate on an annual basis. The officer must state in the certification
that he or she hes perscnal konowledge that the company has established operating procedures that are
adequate to enswe compliance with the rules in this subpari.  The carvier must provide a slatement
accompanying the certificate explaining how is operating procedures ensure that it is or is not In
compliance with the rules in this subpart. In addition, the carier must inchide an explanation of any
actions taken against data brokers and a summary of all castomer complaints received in the past year
concerning the waauthorized release of CPNL This filing must be made annually with the Enforcement
Buarean on or before harch 1 in BB Dacket No. 06-36, for date pertaining to the previous calendar year.

The required officer cerdification, actions teken wgainst datn Erokers and summary of customer
complaint documents are included with this eccompunying stuterment. The Company will file these
decuments on an annual basis or or before March 1 for dota pertaining to the previous calendar year.

{fy Carriers must provide written ootice within five business days to fhe Commission of any
instance where the opt-out mechanisms do not work properly, to such a degree that consumers’ inability to
opt-out is more than an anomaly.

{1) The notice shall be in the form of a letter, and shall inchude the camrier’s name, a description of
the opi-out mechanism(s} ased, the problems(s) experienced, the remedy proposed and when it will be/was
implemented, whether the relevant state commission(s) has been notified and whether it has taken any
action, & copy of the notice provided to customers, and contact information.

() Such notice mast be submitted even if the carrier offers other methods by which consumers
mav opi-out.

The Company does not currentiy soliclt “opt out” customer gpproval for the use or disclosare of CPNY
Section 64.2010 Safeguards on the disclosure of customer proprietary network information.

(3) Safeguarding CPNI. Telecommunications carriers mmst. take reasonable measures to discover
and profect againgt attempts io gain vnauthorized access to CPNI,  Telecommunications carriers must
propetly authenticate a customer prior 1o discloging CPNI based on customer-initizted telephone contuct,
online account access, Ot ay in-store visit,

The Company’s CPNF policles and emplayee training include rensonable measures to discover and
protect aguinst activity thot is indicarive of pretexting and employees wre lstructed to notlfy the CPNT
Complinnce Officer if any such acthvity ks suspected,

(b)  Telephone access to CPNI Telecommunications carriers may only disclose call detail
information over the ielephone, based on customer-initisted telephone contact, if the customer first
provides the carrier with a password, as desoribed in paragraph (g) of this section, that is not prompted by
the carrier asking for readily available biographical information, or account information. I the customer
does not provide a password, the telecommunications carier may only disclose call detail information by
sending it to the customer's address of record, or, by calling the customer at the telephone number of
record. 1T the customer is sbie to provide call detail information 1o the telecommunications carrier during a



costomer-pitiated call without the felecorsmunications cerrier's assistance, then the telecommumications
carrier is permitted to discuss the call detall information provided by the customer,

The Company’s CPNI pulicies ensure that a customer iz only able to access call detall information over
the telephone in one of Me ways listed in Rule 64200000} If fhe customer cannol remember their
password, they dare prompted fo answer 4 Secyrily question. Neither the password mor the security
question ure based on readily avuiluble bivgraphical informutivn or eccoant informution. Customer

service representatives are instructed 1o authenticate customers over the telephone in all instances except
in the case where the cusiomer provides the call defall informarion without the assistance of the
Comparny. '

{6} Online access to CPNI, A tolecommunications catrier must anthenticate a customer without
the use of readily available biographical infortnation, or account information, prior to allowing the
customer online access tw CPNI related to a telecommuonications servics account. QOnce anthenticated, the
customer may only obtain online access to CPNI related 1o a elecommunications service acconnt throngh a
pessword, as described in paragraph (€} of this section, that is not prompted by the carrier asking for readily
ayailshla hinoranhical information or account infimreation
The company authenticates customers without the use of readily available biog raphical or account information prior to
allowing on access to CPNIi related to an account. Once authenticated, the customer may only obtain access to CPNi
through a password, that is not prompted by readily available biographical or account information.

{d) In-Store access o CPNIL A tzlecommunications carrier may disclose TPNI o a castomer
who, at a carrier’s refail location, first presents to the telecommunications carrier or its agent a valid photo
1} matching the custorer's aceount information.

The Company does not have retail locations.

(¢) Establishment of o Password and Back-up Authemiication Methads jor Lost ar Forgoven
Passwords. To establish a password, 3 felecommumications carrier must zuthenticate the customer without
the use of readily available biographical information, or account information. Telecormunications carriers
may create & back-up customer anthentication method in the event of g lost or forgotter: passwerd, but such
hack-up customer anthentication method may not protpt the customer for readily available biographical
information, or avecowrt inforsoation. If a customer cannot provide the correct password or the correct

response for the back-up customer authantication method, the customer must establish 2 naw password as
described in this paragraph,

The Company’s CPNI policies allow for a few ways o establish a password, all of which ensure
compliance with the above paragraph. Eoach method also aflows the customer to esinbiish u buck-up or
security guestion in the event that they forget their password. In no ¢vent does the Compary wse readily

avaiiohle biegrophical information ar account Information as a bock-up question or as a means 10
establish o password vr mithenticate the customer,

(f) Nofification of accouni changes. Telecommunications carriers must nolify customers
immediately whenever a password, customer rtesponse to a back-up means of authentication for lost or
fargotten passwords, online account, or address of record is ereated or changed. This notification is not
required when the customer initiates service, inchiding the selection of & password at service initiation,
This notification may be through a earrier-originated voicernail or text message to the telephone number of
record, or by mail to the address of record, and must not reveal the changed information or be sent to the
new accomt information,

The company will notify a customer immediately when account changes occur, including a password, aresponse o a
back-up means of authentication, or address of record. The notification will be through a carrier-originated voicemail or
text message to the telephone number of record, or by mail to the address of record, and will not contain the changed
information or be sent to the new account information.



(g) Business Customer Exemption. Telecommunications carriers may bind fhemselves
contractually fo autbentication regimes other than those described in this section for services they provide
to their business customer that have both a dedicated account representative and a contract that specifically
addresses the caniers’ protection of CFNI,

The Company dees not utilize the business customer exception af this fime.

Section 64.2011 Notilication of customer proprietary network infermation secnrity
breaches.

(z) A telecommunications carrier shall notify law enforcement of a breach of its customers’ CPNI
as provided in this section. The carrier shall not notify its costomers or disclose the breack publicly,
whether voluatarily or under state or local law or these nies, until & has completed the process of notifying
law enforcement pursuant to paragraph (b).

(h) As soon as practicable, and in no event later than seven {7) business days, afier reasonable
determination of the breach, the tel:communications carrier shall elecwonically notify the United States
Secret Service (USSS) and the Federal Bursau of Investigation (FBI) through a centyal reporting facility.
The Commission will maintain 2 link to the reparting facility at hitp://wrww.fee.gov/eb/coni.

(1) Motwithstanding any state law fo the confrary, the camier shall mot notify customers or
disclose the breach to the public until 7 full business days have passed after notification to the USSS and
the FBI except as provided In paragraphs (2) and (3).

{2) I the carrier elieves that there is an extraordinarily urgent teed to notify any class of affected
customers sooner than otherwise affowed noder paragraph (1), in order to avold immediate and irreparable
D, it shall so indicate in its notification and my proceed 1o immediately notily its affected customers
only after consultation with the relevant investigating agency. The carrier shall cooperate with the relevant
investigating agency’s request to minimize any adverse effects of such eustomer notification,

(3) If the relevant investigating agency determines that the public disclosure or notice i
wgugtomers would impede or compromise an opgoing or potential criminal investigation or national security,
such agency may direct the catrier not to o discloss or notify for an initial period of up to 30 days. Such
period may be extended by the agency as ressonable necessary in the judgment of the agency. If such
direction is given, the agency shall notify the cartler when it appears that public disclosure or notice to
affected customers will no longer impede or compromise # eriminal investigation or nativeal security. The
agency shall provide in weiting its initial direction fo the carrier, sny subsequent extenslon, and auy
notification that notice wiil no longer impede or compromise a criminal investigation or national security
and such writings shall be contemporaneously logged on the sane reporting facility that containg records of
notifications filed by cartiers,

(¢) Recordkeeping, All carviers shall maintain a record, electronicsllv or in some ofher manner, of
any breaches discovered, notification made to the TSSS and the FBI pursuant fo paragraph (), and
notification made to customers. The record must include, if available, dates of discovery and notification, a
detailed deseription of the CPNI that was the sublect of the breach, and the circumstances of the breach.
Cuarricrs shall retain the record for a minimom of 2 years,

The Company iias peficies and procedures in pince Yo ensure complianee with Rule 64,2611, When i is
reasonably determined that & breach has occurred, the CPNI Compliance Officer will notify law
enfercernent and Its customer in the required thneframes, A record of the breacl will be maintained for
a mrinimum  of two years and will include all Iformution required by Rule 642011



